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01 Welcome

Welcome to the Gaia-X Design Guidelines. The Design Guidelines 
ensure a visual consistency across print and digital material. 

The following pages are designed to guide you through the basic 
identity elements, such as the logo, the typeface and colours. The 
most important design elements of the Gaia-X Corporate design are 
also presented. The use cases of the design elements are explained 
and illustrated through specific samples. 
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01 Agreement on the trademark use

Gaia-X Association is the owner of the logo. You may use it under 
the following conditions: 

You are welcome to use the logo for your communication in the con-
text of Gaia-X Association activities. The use of the logo is restricted  
to current contributors in the Gaia-X Association project. 

In general, permission is granted, provided that the use of the logo  
is related to pre-competitive involvement in the Gaia-X Association  
project, no damage to the reputation of Gaia-X Association is expec-
ted from the use and no commercial purposes are pursued.

You agree to comply with the guidelines for the use of the logo. 
Gaia-X Association grants you a non-transferable, non-exclusive, 
royalty-free, limited licence to use the logo. The licence applies 
exclusively to your external communications. This includes, for 
example, use on letterheads, websites, leaflets or exhibition boards, 
provided the logo is not directly connected with product presenta-
tions (use at product level is not permitted). The logo may be used by 
public partners (associations, municipalities, etc.) as well as by compa-
nies that have a direct connection to the Gaia-X Association project. 

Editing or changing the logo is not permitted. You may not transfer or 
assign your rights or obligations under the Agreement to any third 
party. If the user breaches the obligations arising from this agree-
ment, in particular the obligation not to use the logo on products or 
as a seal of quality for products, the user may be required to cease 
and desist and, if necessary, Gaia-X Association may be required to 
pay damages or indemnify Gaia-X Association against liability as a 
result. 

Gaia-X Association shall in no event be liable for any direct, indirect,  
special, incidental, consequential, punitive, exemplary or other  
damages arising out of or in connection with the agreement or the 
use of the umbrella trademark with respect to the subject matter  
of this agreement.

If you are not sure whether you are allowed to use the logo, please 
contact the Gaia-X Association (press@gaia-x.eu).
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The Gaia-X logo is the main element of the 
entire visual style. 

It consists of two parts – the logotype and the 
symbol, which contains the small x-symbol.

Logo development 02

logotype symbol

small x-symbol
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90�

Logo development02
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02 Logo safe zone (clear space)

To make sure the logo is legible and to maintain 
its integrity, keep the area surrounding the logo 
free of other elements, including copy, images 
and other logos.

The minimum clearspace is 2 times the „x“ of 
the logotype in any direction.

width = 2 x
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02 Logo size requirements

17 mm / 150px

6,5 mm / 57px

9,5 mm / 83px

The minimum size of the Gaia-X logo is 17 mm 
for printed media. Reducing the logo further 
would compromise legibility and the integrity 
of the logo reproduction. In digital media use a 
minimum width of 150 pixels.

The recommended minium size for common 
print materials with the sizes of A6, A5, A4 and 
DL is 35 mm (logo width).
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02 Logo appearance and background colour

Logo on white background B/W Version inverse colour version on darker background

The two colour variants of the logo  
positive and inverted are used equally. 
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02 Logo misuse

Logo on dark background

Custom logo colours

Logo on custom gradient

Stretching and rotating the logo Not enough clear space around the logo

Ximus earum 
am ipsam in-
vent que vero 
omni dem is 
nissi a nimille

Logo over complex, busy or low contrast imagery
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The logo is always positioned at the top right of the application. 
This is how it can best unfold its effect due to its structure (viewing 
direction from the lettering at the bottom left to the signet diago-
nally to the top right). 

Ideally, the distance from the right-hand edge of the page (b) should 
be greater than the distance to the upper edge of the page (a). The 
clear space around the logo (2 times the “x“) should be taken into 
account when positioning the logo. Information about the clear 
space can be found on page 7. 

Direction of view

Logo placement02

logo position

a

a < bb
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The logo header is a colour bar at the top of the page on which the 
logo is placed. This separation from the content area gives the logo 
a prominent position and thus strengthens its impact. 

The height of the logo header should include the clear space around 
the logo and is thus determined by the logo height and the respecti-
ve purpose (medium, viewing distance). 

The distance of the logo to the right page edge should be greater 
than to the upper page edge. The distance should be at least the 
clear space around the logo (2 times the “x“).

If content components are also placed in the header area they 
should have a sufficient distance from the logo so as not to impair 
its effect. The logo should not be placed on busy backgrounds.

Logo header02

This is a 
headline
Lupiet, sitius rent aut 
autatemo odit,
 simin nossit,

logo header

content area
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Logo hubs02

Hub Name
Flag Country name

...

For the Gaia-X hubs of the individual countries, a logo in different 
formats (for digital and print) is provided for use. The logos of the 
hubs consist of the Gaia-X logo supplemented with the addition of 
their flag and the respective country name. 

In this way, the affiliation is directly recognisable and the hubs  
contribute to the Gaia-X brand through their visual appearance.

Gaia-X
logo
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Titilium
Open source font

lightA B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

regularA B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

semiboldA B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

Usecases: web-applications and  
print media

Typography03
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Calibri
System font

lightA B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

regularA B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

boldA B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
a b c d e f g h i j k l m n o p q r s t u v w x y z
1 2 3 4 5 6 7 8 9 0 

Usecases: For Office applications  
(PowerPoint- / Word-Documents)

Typography03
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Typography headlines03

Headlines can be placed on a white background or inverted on a 
dark background. This includes backgrounds with gradients.

However, headlines can also partially overlap with an image or 
can be placed on a semi-transparent blue background on top of an 
image. In both cases the position of the headline has to ensure  
good legibility.

Gaia-X headline

Gaia-X headline

Gaia-X headline

Gaia-X 
headline
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04 Colour palette

Gaia-X blue
RGB   0-0-148
CMYK  97-85-0-0
HEX #000094

Dark blue
RGB   0-0-113
CMYK 100-90-0-25
HEX #000071

Purple
RGB   185-0-255
CMYK 20-95-0-0
HEX #B900FF

Turquoise
RGB   70-218-255
CMYK 80-0-5-0
HEX #46DAFF

Black / Grey
RGB   0-0-0
CMYK 0-0-0-100
HEX #000000 

Medium blue
RGB   70-90-255
CMYK 80-60-0-0
HEX #465AFF

Primary Colour

Secondary Colours

The colours „Turquoise“, „Purple“ and „Medium blue“  
should only be used to highlight specific details and 
should not be used to cover large background areas.
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04

Purple
RGB   185-0-255
CMYK 20-95-0-0
HEX #B900FF

Gaia-X blue
RGB   0-0-148
CMYK 97-85-0-0
HEX #000094

Diagonal direction

Purple Gaia-X Blue

Turquoise
RGB   70-218-255
CMYK 80-0-5-0
HEX #46DAFF

Gaia-X blueTurquoise Gaia-X blueMedium blue

Colour palette gradients

ca.15 % ca. 60 % ca.25 %

Used mainly for key visuals,  
cover pages

Used additionally next to the primary  
gradient e.g. on subpages, intermediate  
pages or as calm backgrounds

Primary gradient / Gaia-X gradient

Secondary gradients
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Lines / Dividers05

Horizontal lines have a central role in the Corporate Design of Gaia-X. 
They are used to structure content.

Short lines serve as visual anchors and are used to highlight specific 
content. They mark the beginning of (new) content and are there-
fore used on title pages, chapter pages or on top of main headlines.
As the smallest component of the logo signet, they always form a 
reference to the logo. They have rounded ends and are highlighted 
in colour. Their width is based on the capital ”X” of the respective text 
content and has a thickness of approx. 1/5 of the height of the letter. 
If short lines are used to highlight/separate paragraphes their width 
should be twice the width of the capital ”X” of the paragraphs main 
headline (see e-newsletter application as an example on page 42).

Lines stretching over the width of a column are thinner and more 
subtle. They subdivide and separate content and are used for second-
degree headlines, footnotes and subpages.

Headline Gaia-X
width

1/5 height

6

1 Overview

1.1 Introduction 

Gaia-X aims to create a federated open data infrastruc-
ture based on European values regarding data and 
cloud sovereignty. The mission of Gaia-X is to design 
and implement a data sharing architecture that consists 
of common standards for data sharing, best practices, 
tools, and governance mechanisms. It also constitutes 
an EU federation of cloud infrastructure and data ser-
vices, to which all 27 EU member states have commit-
ted themselves1. This overall mission drives the Gaia-X 
Architecture 2.

The Gaia-X Architecture identifies and describes the 
concepts of the targeted federated open data infra-
structure as well as the relationships between them. It 
describes how Gaia-X facilitates interoperability and In-
terconnection between all participants in the European 
digital economy, with regard to both data and services.

This draft for the Gaia-X Architecture addresses stake-
holders from industry, the public sector, science and 
other stakeholders. It replaces the former architecture 
document Gaia-X: Technical Architecture, Release – 
June 20203.

1.2 Objectives 

This document describes the top-level Gaia-X Architec-
ture model. It focuses on conceptual modelling and is 
agnostic regarding technology and vendor. In doing so, 
it aims at representing the unambiguous understand-
ing of the various Gaia-X stakeholder groups about the 
fundamental concepts and terms of the Gaia-X Archi-
tecture in a consistent form at a certain point in time.

It forms the foundation for further elaboration, speci-
fication, and implementation of the Gaia-X Architec-
ture. Thus, it creates an authoritative reference for the 
Gaia-X Federation Services specification.

The Gaia-X Architecture Document is subject to con-
tinuous updates reflecting the evolution of business 
requirements (e.g. from dataspace activities in Europe), 
relevant changes in regulatory frameworks, and the ad-
vancements regarding the technological state of the art.

1.3 Scope 

The Gaia-X Architecture document describes the con-
cepts required to set up the Gaia-X Data and Infrastruc-
ture Ecosystem. It integrates the Providers, Consu-
mers, and Services needed for this interaction. These 
Services comprise ensuring identities, implementing 
trust mechanisms, and providing usage control over 
data exchange and Compliance – without the need 
for individual  agreements.

The Gaia-X Architecture document describes both the 
static decomposition and dynamic behaviour of the 
Gaia-X core concepts and Gaia-X Federation Services.

Details about implementing the Gaia-X Ecosystem  
are to be defined elsewhere (see “Architecture of 
 Standards”). 

At present, automated contracts, legal binding, 
 monitoring, metering as well as billing mechanisms, 
amongst others, are not within the scope of this 
 document.

1 European Commission. (2020). Towards a next generation cloud for Europe. https://ec.europa.eu/digital-single-market/en/news/towards-next-generation-cloud-europe

2 Federal Ministry for Economic Affairs and Energy. (2019). Project Gaia-X: A Federated Data Infrastructure as the Cradle of a Vibrant European Ecosystem.  
https://www.bmwi.de/Redaktion/EN/Publikationen/Digitale-Welt/project-Gaia-X.htm

3 Federal Ministry for Economic Affairs and Energy. (2020). Gaia-X: Technical Architecture: Release - June, 2020.  
https://www.data-infrastructure.eu/GAIAX/Redaktion/EN/Publications/Gaia-X-technical-architecture.html

dividing line 

accent line
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Backgrounds06

For body text (e.g. in publications), white background is preferred 
for optimal legibility. Content like title pages, headers and chapter 
pages should use dark backgrounds. Dark backgrounds should only 
use Gaia-X corporate colours (see use of colours and gradients on 
page 18).

The light grey gradient background can be used for highlighting  
specific content like info boxes and table of contents. 

Usecase: body text
white

light grey gradient

colour-intense gradient

Usecase: information boxes, 
table of contents, etc.

Usecase: Title pages, headers, 
chapter pages, etc.
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Backgrounds application examples06

3

Content

1 Overview 6
 1.1 Introduction 6

 1.2 Objectives 6
 1.3 Scope 6
 1.4 Audience and Use 7
 1.5 Relation to other Gaia-X Documents 7
 1.6 Architecture Governance and Next Steps 8
 1.7 Architecture Requirements 8
 1.8 Architecture Design Principles 8

2 Gaia-X Conceptual Model 10
 2.1 Participants 11

2.1.1 Provider 11
2.1.2 Federator 11
2.1.3 Consumer 11

 2.2 Resources and Assets 11
2.2.1 Assets 11
2.2.2 Resources 12
2.2.3 Policies 12

 2.3 Federation Services 12
 2.4 Service Offering 12
 2.5 Additional Concepts 12

3 Federation Services 15
 3.1 Federated Catalogue 16

 3.2 Identity and Trust 19
 3.3 Data Sovereignty Service 23
 3.4 Compliance 25
 3.5 Portal and API 25

 

This is a headline 
 

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor 
invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et 
accusam et justo duo dolores et ipsum dolor sit amet, consetetur sadipscing elitr, sed diam 
nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam 
voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd 
gubergren, no sea takimata  

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, so sieht eine Textauszeichnung aus eirmod 
tempor invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et 
accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus est 
Lorem ipsum dolor sit amet. consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt 
ut labore et dolore. Stet clita kasd gubergren.    

This is a headline level 2 

Duis autem vel eum iriure dolor in hendrerit in vulputate velit esse molestie consequat, vel illum 
praesent luptatum zzril delenit augue duis dolore te feugait nulla facilisi. Lorem ipsum dolor sit amet, 
consectetuer adipiscing elit, sed diam nonummy nibh euismod tincidunt ut laoreet dolore magna 
aliquam erat volutpat.    

-- Ut wisi enim ad minim veniam, quis nostrud exerci tation ullamcorper  

-- nisl ut aliquip ex ea commodo consequat. Duis autem vel eum iriure dolor  
in hendrerit in vulputate velit esse molestie consequat 

-- vel illum dolore eu feugiat nulla facilisis at vero eros et accumsan  

-- iusto odio dignissim qui blandit praesent luptatum zzril delenit augue  

- vel illum dolore eu feugiat nulla facilisis at vero eros et accumsan  

- iusto odio dignissim qui blandit praesent luptatum zzril delenit augue 

 
Nam liber tempor cum soluta nobis eleifend option congue nihil imperdiet doming id quod mazim 
placerat facer possim assum. Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam 
nonummy nibh euismod tincidunt ut laoreet dolore magna aliquam erat volutpat. Ut wisi enim ad 
minim veniam, quis nostrud exerci tation ullamcorper suscipit lobortis nisl ut aliquip ex ea commodo 
consequat.   
  

This is a headline level 3 

Duis autem vel eum iriure dolor in hendrerit in vulputate velit esse molestie consequat, vel illum 
dolore eu feugiat nulla facilisis. At vero eos et Hier steht ein Link et justo duo dolores et ea rebum. 
Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum 
dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et 
dolore magna aliquyam erat, sed diam voluptua.  

 

Release – 21.03

Gaia-X 
Architecture  
Document
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Graphics icons07

Gaia-X icons use simple and geometric design elements. In terms of 
shape, mainly circular elements and rounded lines are used. Two 
line thicknesses are used, with the thicker lines always having twice 
the stroke width of the thinner lines.

Each icon has thin lines, a gradient line and a highlighted line element 
in white (on a white background ”Purple“ is used instead of white).

Closed shapes can be highlighted with semi-transparent colour 
backgrounds additionally.

Icons are preferably used on dark blue backgrounds. This way the 
icons and their colours appear vibrant. They are made up of the three 
Gaia-X colours ”Dark blue“, ”Turquoise“, ”Purple“. To ensure a high 
enough contrast to the background colour these three Gaia-X colours 
are lightened and used at 80% colour value.

dark background

strong lines

gradient line

highlighted  
elementfine lines

white background
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Graphics icons07
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Graphics data streams07

The data streams are represented by lines. They stand for the 
transport and exchange of data.

They can be integrated in images (key visual), but can also be used as 
standalone design elements on gradient backgrounds. In images they 
are used in 100% white. As standalone elements on gradient back-
grounds they are used in white with an overlay effect. A combination 
of solid and dotted lines with round endings should be used. 

Overlay effect 
on backgrounds 
using gradients

Composition of 
lines and images
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Graphics data streams07

Four different variants are available for use on gradient back-
grounds. The data streams can be used, for example, on title 
pages for publications or for social media posts. 

VAR 1 VAR 2 VAR 3 VAR 4
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Graphics information graphics07

Infographics are mainly made up of rounded lines and soft gradient 
areas. Hard 100% colour areas should not be used. The smooth gra-
dients, transparencies and overlays create a spatial depth and give 
the graphics a slightly spacey look. 

The futuristic impression is further enhanced by the bright colours 
(violet, turquoise, blue-purple, white) against a dark blue background. 
If possible, shapes made of lines are not completely closed, but have 
a small gap. 
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Graphics information graphics07



Gaia-X – Design Guidelines  28

20 April 2021Presentation title 11

This is a headline

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

20 April 2021Presentation title 12

This is a headline

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

Graphics PowerPoint graphics07

Graphics for PowerPoint presentations are clean and reduced in colour. 
This makes them appear elegant and light and not too dominant. 

The Gaia-X colours should primarily be used for lines and only 
sparingly as fill colours. The central design elements are lines and 
shapes in white, light grey and subtle grey gradients.  

Text can be set in black, dark grey or dark blue.
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Graphics tables07
7

2 This is a second headline

Table 3: Elements of the Federated Identity Model

Steps Steps Short Description Detailed Step Description

1 Anonymous Service Search  - A Visitor accesses the GAIA-X Federated Identity, browses the GAIA-X Cata-
logue and starts a  Service search query. 

 - A list with possible services matching the service search criteria will be 
displayed to the Visitor.

2 Provider Entity registration The Provider entity will register in GAIA-X. One of the mandatory fields is the 
input of the IdP. An IdP must confirm the identity of the provider entity.  
A GAIA-X ID (identifier) will be provided to the Provider. 
Result: The Provider is verified and registered in GAIA-X.

3 Service Registration The Provider is able to register a Service in the GAIA-X Federated Catalogue. A 
Service ID is generated by GAIA-X and obtained by the Provider.

4 Service Order Request The registered Consumer contacts the Service Provider to order a specific 
Service.

3 Project GAIA-X A Federated Data Infrastructure as the Cradle of a Vibrant European Ecosystem  
https://www.bmwi.de/Redaktion/EN/Publikationen/Digitale-Welt/project-gaia-x.html2 A European Strategy for Data https://ec.europa.eu/info/sites/info/files/communication-eu-
ropean-strategy-data-19feb2020_en.pdf

4 Project GAIA-X A Federated Data Infrastructure as the Cradle of a Vibrant European Ecosystem

 
volupitibea 3nam et atur? Quiam, ut volor alibus, nimaxi-
mus quidus, natur simaxim inctiorepel iditae quibea

Corae pratis num inullorro moluptatia veroribus int elise 
nienimi llectorro et aut pe expliti 4istibusandi dist, cum 
rempos mo molut optae sunt, ut fuga. Ut aut ipsantet 
ipsuntionem is eum que voluptatem remquis pe dese-
quis dit qui omnis dolorectur? nosani cus et aliciistem. 
idit volorpore cusa sequia int et qui occuptati cum que 

prorepedi occum rende ratur?Os sequia voluptatem ali-
bea dernatqui con et ommoles sitatium dendiat usan-
dignimi, odis adio blaudam ipsapersped modipsus as re 
prae doloreruptis estem

 - olenia doluptas repero estrum et est voluptiis nes dit 
acepraectur aciissima qui optam alitiunda nonsenim 

 -  maximinctem sim quid ut mollora estiam re volmen-
dita explita

8

Glossary 

Name Definition Alias / Synonym

Accreditation Accreditation is the third-party attestation related to a Conformity 
Assessment Body conveying formal demonstration of its competen-
ce to carry out specific Conformity Assessment tasks.

Asset Element used to compose the Service Offering, which does not 
expose an endpoint.

Consumer Policy A Consumer Policy is a Policy that describes a Consumer‘s restriction 
of their requested Assets and Resources.

Search Policy

Tables are primarily set with horizontal lines. The table header 
line is twice as thick as the line at the table footer. 

The table header row uses a light grey background where as the 
other content rows use white as a background colour. Text in 
tables is set in “Gaia-X blue“.
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Imagery key visuals

Gaia-X key visuals are used as key features of the design. 
They show people surrounded by data streams in urban 
spaces. Key visuals are used as visual focal points on the 
homepage of the website or on title pages in PowerPoint.

The key visuals consist of three components, the image, a 
gradient made of the Gaia-X colours and solid and dotted 
lines representing data streams. Due to their composition 
they integrate well into the overall design but stand out as 
main features of the Gaia-X corporate design.

08
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Imagery keyvisuals08
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Imagery keyvisuals08
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Imagery keyvisuals08
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Imagery portraits

Quotes consist of the portrait and its short statement. To inte grate 
the picture of the person into the overall Gaia-X design the person 
is masked and the Gaia-X colours are applied.

To achieve the design effect the image is masked first and then 
saved in black and white. Then a layer in the colour „Gaia-X blue“ 
(RGB 0-0-148) is placed over it with the effect „Colour dodge“ and 
an opacity of 60%. 

08

original edited

60% opacity
+ blending mode
“Colour Dodge“

Photo by Rodrigo dos reis on Unsplash

+
Gaia-X blue
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Imagery pictures

To give photos of different types a uniform look, a subtle image filter 
is used. A gradient in a defined shade of blue (RGB 35-80-255) leads 
(at an angle of 35°) from the upper left corner of the image from 50% 
opacity to 15% in the centre and the right part of the image. 

In this way, images can be edited quickly and easily, e.g. for news 
articles on the website, and still have a slight Gaia-X branding.

08

50% opacity
RGB   35-80-255
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Content slides should have a white background to 
ensure good readability. Title and chapter/inter-
mediate slides, on the other hand, are kept in the 
darker gradient backgrounds in order to stand out 
visually and to structure the presentation.
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to make sure that Gaia-X Participants are who they 
claim to be. In the context of Identity and Trust, the 
natural person or a digital representation, which acts 
on behalf of a Participant is referred to as Principal. 
As Participants need to trust other Participants and 
Service Offerings provided, it is important that the 

Gaia-X Federated Trust Model provides transparency 
for everyone. Therefore, proper lifecycle management 
is required, covering Identity onboarding, maintaining, 
and offboarding. Table 1 shows the Participant Lifecycle 
Process.

Table 1: Participant Lifecycle Process

Lifecycle Activity Description

Onboarding The governing body of a Gaia-X Ecosystem validates and signs the Self-Description provided 
by a Visitor (the future Participant / Principal).

Maintaining Trust related changes to the Self-Descriptions are recorded in a new version and validated 
and signed by the governing body of a Gaia-X Ecosystem. This includes both information 
controlled by the Participant / Principal.

Offboarding The offboarding process of a Participant is time-constrained and involves all dependent 
 Participants / Principals.

An Identity is composed of a unique Identifier and an 
attribute or set of attributes that uniquely describe 
an entity (Participant / Asset) within a given context. 
Attributes will be derived from existing identities as 
shown in the IAM Framework17.

A secure Identifier for an Identity will be assigned 
by the issuer in a cryptographically secure manner. In 
addition, the process of identifying the holder of an 
Identity is transparent. Furthermore, it is traceable 
since when the Identifier exists in this form, whether 
it is regularly checked and according to which policy 
this is done.  It must also be possible to revoke issued 
Identity attributes18. 

Trust Framework

Gaia-X defines a trust framework on established stand-
ards and EU regulation. The Trust Framework solution 
supports the privacy and self-sovereign requirements 
and gains the chain of trust without the need of a global 
and traceable unique ID across the Ecosystem.

Trust in Gaia-X is established by technical elements, 
such as technical components and processes as well as 
by a fair and transparent governing body. 

The Gaia-X AISBL is the main trust anchor. Partici-
pants trusting AISBL is a prerequisite for a functioning 
Ecosystem. In this sense, Gaia-X can act as a Federator 
(according to section 2). Then, Gaia-X maintains a list of 

17 For a comprehensive view of the current discussion in the broader Gaia-X community, extra documents from the open working packages can be found on the Gaia-X community 
platform at https://gaia.coyocloud.com/web/public-link/e01b9066-3823-42a7-b10b-9596871059ef/download.

18 For more on Secure Identities, see Plattform Industrie 4.0: Working Group on the Security of Networked Systems. (2016). Technical Overview: Secure Identities.  
https://www.plattform-i40.de/PI40/Redaktion/EN/Downloads/Publikation/secure-identities.pdf.

3 Federation Services
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